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Cyber Crime Training For Law Enforcement 

TechForing’s aim with this course is to educate law enforcement officers on how to think 

like hackers as well as how to identify the tools that hackers use to commit attacks. This 

course has been used training USA State and Federal Law Enforcement such as FBI, DEA, 

ATF, IRS, US Marshals, US Air Marshals, Homeland Security, Inspector General's Office to 

just name a few. 

Learning Objectives 

 Law enforcement and personal social media accounts 

 What your family members can do that can get you in trouble 

 Rules to dating online 

 Buying homes and cars in your name 

 Learn how to use and configure the web data extractor tool 

 Learn how to extract phone numbers from a target website 

 Learn how to extract fax numbers from a target website 

 Learn how to extract email addresses from a target website 

 Learn how to find every URL on a target website 

 How to get usernames from a website without hacking 

 How to get passwords from a website without hacking 

 How to get email lists/addresses from a website without hacking 

 How to get sensitive documents from a website without hacking 

 How to get financial information from a website without hacking 

 Find a website's vulnerabilities 

 Monitor any website 

 How to bypass the google custom search filter to access all of Google’s databases 

 How to search all of google at once for vulnerabilities 
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 How to search specific websites for vulnerabilities 

 How to add a proxy to hide where your searches originate from 

 How to determine if there are any hidden or restricted URLs in a website 

 How to scan files you have downloaded for personally identifiable information such 

as credit card numbers, and patient records 

 How to use google to scan for websites with open ports 

 How to use "NotInMyBackyard" to see if someone's name, username, or any other 

personally identifiable information has been posted on a public website or into cloud 

storage 

 How to look for a malicious executable file in websites 

 Learn how to find the list of IPs that a target website is using 

 Learn how and why to use the Wayback machine to view old copies of a website 

 Use the Netcraft tool to find all URLs in a target website and what operating systems 

the website uses 

 How to discover which of your devices are connected to the internet, where they are 

located and who is using them 

 Keep track of all the computers on your network that are directly accessible from the 

internet 

 Learn how to understand a target's digital footprint 

 Learn how to find every URL on a target website 

 Learn how to mirror a website 

 Learn how to configure the settings for maximum data gathering 

 Learn what you can do with a mirrored website 

 How to find almost anyone in the world online 

 How to build fake profiles to create a new social media profile or cyberspace identity 

 How to create sock puppets/fake accounts 

 How to tell the difference between real news and fake news 
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 How people create fake news 

 How to track an email legally without a subpoena 

 How to spoof emails without any special software 

 How to track a cyber-criminal via skype 

 Five ways credit card thieves steal credit card numbers without getting caught 

 How to clone credit card numbers in minutes 

 Where thieves browse online to buy, trade, and sell credit cards 

 How to profile an employee of a company who is stealing information 

 How to tell if a crime is an inside job 

 What are the top 5 hacker for hire requests from consumers and businesses 

 Who is requesting the most services 

 The top 5 countries that are hiring hacker for hire services 

 Why should law enforcement team up with hacker for hire service 

 How criminals use spoof email to check voicemails 

 How criminals spoof telephone numbers 

 How criminals make untraceable telephone calls 

 Identifying telephone-spoofing companies and which ones are law enforcement 

friendly 

 What law enforcement needs to know about issuing a subpoena to a spoofing 

company 

 The booming industry of sex trafficking via the internet 

 How international agreements address the problem and fail to go far enough 

 Investigating sex trafficking on Facebook 

 Sextortion 

 The mistakes every boss makes 

 What your IT department will never tell you 

 The top 10 things that prove if you and/or your organization is hacker proof 


